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lMpoBepsiem koA Tak, Kak Bbl 3aLumLiaeTe 6usHec
We audit code the way you protect your business

SecureFix Audit Report — trial-chi-pg

Status: pipeline finished with findings (failed)

Finding severity aggregate: high (severity aggregate, not a risk rating) (not an enterprise risk rating)
Product: 0.1.4-phase0 | Run: audit_0c050297b97e882¢e

Summary: 7 finding(s) (high: 7, medium: 0, low: 0)

Trust Summary

What you can trust:

* Result is bound to audit run audit_0c050297b97e882e and schema 1.

* Findings come from the tool pipeline; operator may dismiss false positives separately.

* Technical rule profile: baseline (not a compliance certification) | product: 0.1.4-phase0
Out of scope for this audit:

* Infrastructure / network / cloud penetration testing.

* Runtime dynamic analysis / fuzzing.

« Secrets outside the submitted source tree (Cl secrets, vaults).

* Certification (ISO/SOC2) or a guarantee of zero vulnerabilities.

Audit stages

fmt: OK

vet: OK

gosec: OK

build: OK

test: FAIL
govulncheck: FAIL
run: SKIP

Findings (7)

1. [HIGH] TEST — Tests failed

? [github.com/yourusername/go-chi-postgres-starter/cmd/apil /[no test files]
? [github.com/yourusername/go-chi-postgres-starter/cmd/api/databasel[no test files]
? [lgithub.com/yourusername/go-chi-postgres-starter/cmd/api/errors(/[no test ...

2. [HIGH] GOVULN-MOD-golang-org-x-net-v0-46-0 — 7 known CVEs in golang.org/x/net@v0.46.0

at go.mod

Module: golang.org/x/net@v0.46.0
OSVs (7): GO-2026-4918, GO-2026-5025, GO-2026-5026, GO-2026-5027, GO-2026-5028, GO-2026-5029, GO-2026-5030
CVEs: CVE-2026-25680, CVE-2026-25681, CVE-2026-27136, CVE-2026-33814, CVE-2026-39821, CVE-2026-42502...

3. [HIGH] GOVULN-MOD-golang-org-x-crypto-v0-43-0 — 15 known CVEs in golang.org/x/crypto@v0.43.0

at go.mod

Module: golang.org/x/crypto@v0.43.0
OSVs (15): GO-2025-4134, GO-2025-4135, GO-2026-5005, GO-2026-5006, GO-2026-5013, GO-2026-5014, GO-2026-5015,
G0-2026-5016, GO-2026-5017, GO-2026-5018, GO-2026-5019, GO-2026-5020, GO-2026-5021, GO-2026-502...

4. [HIGH] GOVULN-G0-2026-5024 — Invoking integer overflow in NewNTUnicodeString in golang.org/x/sys/windows
at go.mod
OSV: GO-2026-5024
CVE: CVE-2026-39824
Fixed in: v0.44.0
Module: golang.org/x/sys@v0.37.0
5. [HIGH] GOVULN-MOD-github-com-yourusername-go-chi-postgres-starter — 2 known CVEs in
github.com/yourusername/go-chi-postgres-starter
at health_handler.go:60
Module: github.com/yourusername/go-chi-postgres-starter



0OSVs (2): GO-2026-5037, GO-2026-5039
CVEs: CVE-2026-27145, CVE-2026-42507
Fixed in: v1.26.4

6. [HIGH] GOVULN-MOD-github-com-jackc-pgx-v5-v5-7-4 — 2 known CVEs in github.com/jackc/pgx/vo@v5.7.4
at user_repository.go:10
Module: github.com/jackc/pgx/vV5@v5.7.4

OSVs (2): GO-2026-4771, GO-2026-4772

CVEs: CVE-2026-33815, CVE-2026-33816

Fixed in: v5.9.0

7. [HIGH] GOVULN-GO-2025-3553 — Excessive memory allocation during header parsing in github.com/golang-jwt/jwt
at user_service.go:9
OSV: GO-2025-3553

CVE: CVE-2025-30204

Fixed in: v5.2.2

Module: github.com/golang-jwt/jwt/v5@v5.2.1
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